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l. Compliance with House Bill 16: Posting the Internal Audit Plan, Internal
Audit Annual Report, and Other Audit Information on Internet Web site

The Contract Internal Auditor will provide the reged Internal Audit Plan,
Internal Audit Annual Report and any other requiretérnal audit information to the
Information Officer who will post the informationnothe agency web site under the
Agency Reports Section.

1. Audit Plan for Fiscal Year 2013

The Audit Plan for Fiscal Year 2013 was approvgdhe TSSWCB Board on
May 24. 2012. All audits and projects in the FY 20Q4udit Plan (see page 12) were
completed as scheduled.

Texas State Soil and Water
Conservation Board

| nter nal Audit Plan
for FY 2013

As Approved by the TSSWCB Board on

May 24, 2012

As Prepared by
Jansen & Gregorczyk
Certified Public Accountants
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Jansen & Gregorczyk
Certified Public Accountants

Telephone P. O. Box 601
(512) 468-2020 Kyle, Tx. 78640

May 24, 2012

Texas State Soil and Water Conservation Board
Members of the Board

The following document presents the proposed Ifigear 2013 Internal Audit Plan for
your review and approval. In accordance with theabdnternal Auditing Act, the Board
approves the annual audit plan. Chapter 2102e0Gibvernment Code requires that the internal
audit plan include areas identified though riskeasment. This document presents the risk

assessment results and the audit plan proposed bagbe results of the risk assessment.

This document also includes the internal audigoglielines and internal audit charter
under which the TSSWCB internal audit program wjierate.

Sincerely,

Signed Copy on File

Jansen & Gregorczyk
Certified Public Accountants
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SECTION 1.
TEXASSTATE SOIL AND WATER CONSERVATION BOARD
INTERNAL AUDITING GUIDELINES

Certain operating guidelines are necessary fofffasteve internal auditing
program. The purpose of this section is to esthlyblicies and guidelines to govern
internal audits of all operations of the Texas &&uoil and Water Conservation Board
(TSSWCB). These guidelines, as well as the FY 20t83nal Audit Plan, are reviewed
and approved by the TSSWCB Board.

l. INTERNAL AUDIT CHARTER

The Sandards for the Professional Practice of Internal Auditing state that the
Internal Audit Charter should make clear the puggsasf the internal auditing department,
specify the unrestricted scope of its work, andlatecthat auditors are to have no
authority or responsibility for the activities thaydit.

The Internal Audit Charter is an extremely impottdocument that sets out the
statement of purpose, authority, and responsilfhitythe internal auditing department. It
is an agreement between the TSSWCB Board and tB&VIECEB Internal Auditor, which
establishes the guidelines for an effective intleanditing program.

Although the Internal Audit Charter can includd atlevant policies and
procedures, a concise document is preferable. Acisendocument increases the
likelihood that all parties will understand the pose, authority, and responsibility of the
internal auditing department. Exhibit 1 presehessTSSWCB Internal Audit Charter.

. INTERNAL AUDITING STANDARDS

A. The Internal Auditor will conduct his/her activisién a manner that is consistent
with the most recent edition of ttandards for the Professional Practice of Internal
Auditing, Certified Internal Auditor Code of Professional Ethics, and theStatement of
Responsibilities of Internal Auditing.

B. Sufficient and relevant evidence shall be obtaiteedfford a reasonable basis for
the auditor's findings and recommendations. Atemitrecord of the auditor's work shall
be retained in the form of working papers.

C. Standards of conduct for the Internal Auditoruieg that the Internal Auditor
will:
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1. be free from personal or external impairments ttependence in order that
opinions, conclusions, and recommendations willileartial and will be
viewed as impartial by knowledgeable third parties;

2. be prudent in the use of information acquired ia ttourse of his/her

duties;

3. conduct all activities in accordance with the langgarding confidentiality;
and

4. not use any information obtained in an auditday personal gain nor in a
manner, which would be detrimental to the welfafetre TSSWCB, the
Board, and TSSWCB employees.

[11.  INTERNAL AUDITING POLICIES
A. The Board will appoint the TSSWCB Internal Auditor.
1. The Internal Auditor will report directly to thgoard.

2. The Board will monitor the internal audit funcatito assure compliance with
the requirements of the Internal Auditing Chartad all Internal Auditing
Guidelines.

3. The Board shall provide guidance to the Intesaditor regarding issues not
specifically addressed by the Charter or the Gundsl

B. The Executive Director will be responsible for th@ministrative supervision of
the internal audit program. The Executive Directdlf ensure the independence of the
internal audit function.

C. The Internal Auditor will be responsible for perftance audits of the TSSWCB.
Performance audit is defined as an independentaegapractivity performed by the
Internal Auditor which includes determining whethigre entity being reviewed is
acquiring, protecting, and using its resources egvcally and efficiently, identifying the
causes of inefficiency or uneconomical practicel datermining whether the entity has
complied with laws, rules, and regulations.

1. The Internal Auditor will submit to the Board fapproval the annual audit
plan, which will be based on risk analysis and Wwhagll identify individual
audits to be performed during the year.

2. On a quarterly basis, or as determined by thedBaad Executive Director,
the Internal Auditor will meet with the Board tosduss the status of
implementing the internal audit plan, including ragament's resolution of
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audit findings and other significant issues invotyithe internal audit
function.

D. Special audit projects not included in the approaedual audit plan may be
authorized by the Board.

E. The Internal Auditor's activities in reviewingy@aising and reporting established
policies, plans and procedures will not in any wajieve TSSWCB personnel of
responsibilities assigned to them.

F. The implementation of, or action taken on, theterdmal Auditor's
recommendations will be the duty of the ExecutivieeEtor. The Internal Auditor will
perform follow-up audits when it is deemed necegssadetermine what corrective action
was taken and whether it is achieving the desiesdlts.

IV.INTERNAL AUDITING PROCEDURES

A. The Internal Auditor prior to beginning an auditllwinform the Executive
Director and the appropriate division director(d) tbe audit and its objectives by
conducting an entrance conference.

B. The Internal Auditor will conduct an exit conferenwith the Executive Director
and/or appropriate division director(s), at whichd exceptions noted during the course
of the audit will be discussed.

C. The Internal Auditor will independently make detenination on the results of the
audit and issue a draft report to the Executivee@or, or the Executive Director's
designee for management response. A managemermnsespvill be made within 14
calendar days of the issuance of the draft report.

D. The Internal Auditor will add the management reggoto the body of the report
and issue a final draft report to the ExecutiveeBior and division director(s) within 14
calendar days of receiving the management respdhsgefinal report will be issued after
approval by the TSSWCB Board.

E. If, during the course of an audit, the Internal Ao detects situations or
transactions that could be indicative of fraud threo illegal acts, or receives information
from external sources alleging such actions, thermal Auditor will:

1. Provide all pertinent information to the Executi@rector and request
approval to expand audit procedures or perform rarestigation. If the
Executive Director denies the request, the audiibrseek approval from the
Board Chairperson.

2. Upon approval from the Executive Director or Bb&hairperson, the Internal
Auditor will extend audit procedures or perform iawvestigation to obtain

-6 -
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sufficient evidence to determine whether in fagthsacts have occurred and,

if so, the cause of the problem and the possibiecebn the TSSWCB's
operations and programs.

3. Provide the Executive Director and the Board a fdrneport on the results.
Upon receipt of evidence of illegality, the Exeeat Director or Board
Chairperson will forward findings to the appropeidgal entity.
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SECTION 2:
TEXASSTATE SOIL AND WATER CONSERVATION BOARD
RISK ASSESSMENT

This section presents the results of the TSSWCBK RAssessment, and
establishes the foundation for the Internal Audbinfpresented in the next section.

Purpose

One of the key findings in the State Auditor'siCHfreport,Statewide Review of
Internal Auditing, was that the scope of internal auditing is oftemitkd in state
agencies. The report states, "Because significaain¢ial and operating risks to the
agency may be overlooked if the scope of the ialeauditors work is limited, we
recommend that internal auditors:

- Document, in writing, a risk assessment thabtsaters all the major
systems and controls of the agency as part ofutig aniverse. The audit universe refers
to all auditable subjects, activities, units, issaad functions within the organization.

- Identify the risk factors that affect the audiiiverse and weights that may be
applied to the risk factors.

- Establish a method for combining and assigmiskl factors and weights to
develop a prioritized annual audit work plan.

- Develop an audit plan and work schedule basedhe results of the risk
assessment.

- Obtain written approval for the plan from théghest level within the
organization.

- Implement the plan. Significant deviations frahe audit plan should be
supported by reasonable, documented explanations."

The purpose of conducting a Risk Assessment fer TISSWCB was to
incorporate all these recommended elements in @ttle assessment of the agency.
This should ensure that the scope of internal audik at the TSSWCB is not limited
and that the Internal Audit Plan for FY 2013 isdzaen documented, written findings.

Concept of Risk

The concept of risk is fundamental in internaliind. Given the importance of
the concept of risk, it is necessary to define wiisk is, describe types of risk and
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describe how risk was measured in performing tlexa$ State Soil and Water
Conservation Board Risk Assessment.
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Risk is a measurement of the likelihood that ajapization's goals and objectives
will not be achieved. Since controls are anythingt improve the likelihood that goals
and objectives will be achieved, controls and @k inversely related by definition.
Better control means less risk.

The TSSWCB Risk Assessment was designed to nedsdtarent types of "risk
exposure” and to assess the controls in placempensate for different levels of risk.
The types of risk exposure, which are relevanh&otSSWCB, are:

- Financial Exposure: Financial exposure exists whenever amdit area
is susceptible to errors or defalcations that afféxe general ledger and financial
statements or the integrity and safekeeping of @gessets, regardless of the financial
statement impact.

- Regulatory Exposure: Regulatory exposure exists whenever an everanin
audit area could cause the agency to fail to comaly regulations mandated by state or
federal authorities, irrespective of whether finahexposure exists.

- Information Exposure: An information exposure exists whenever there is
information of a sensitive or confidential natuveiich could be altered, destroyed, or
misused.

- Efficiency Exposure: An efficiency exposure exists whenever agencguges
are not being utilized in an effective or efficienanner.

- Human Resource Exposure: A human resource exposure exists whenever an
area is managing human resources in a way, whicbnsary to agency policy.

- Environmental Exposure: An environmental exposure exists whenever interna
or external factors pose a threat to the stalalitg efficiency of an audit area. Examples
of factors that affect environmental exposure are:

. Recent changes in key personnel

. Changing economic conditions

. Time elapsed since last audit

. Pressures on management to meet objectives
. Past audit findings and quality of internahtrol

- Political Exposure: A political exposure exists whenever an eveminraudit
area could cause the agency to be subjected tosadpelitical consequences.

- Public Service Exposuree A public service exposure exists

whenever an event in an audit area could jeopareiisting public services or new
public services.

-10 -
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The TSSWCB Risk Assessment Survey was designeceasumne various types of
risk ranging from the risk of loss of assets to tiek of adverse publicity due to
erroneous information. The survey instrument aflaweaningful comparisons among
very different activities and types of risk by agsng all potential auditable topics a
numeric score.

M ethodology

The risk variables utilized for the Texas Statd &ad Water Conservation Board
Risk Assessment combined measures of the valounsrols and exposure types
described in the previous section. Exhibit 2 pneséhe risk survey instrument utilized.
Fifteen risk variables or risk factors were selddi® provide a cross-section of overall
risk. These fifteen factors were weighted accaydmtheir perceived importance, i.e. the
higher the weighting, the higher the risk. The nskiables and their weightings are
presented in Exhibit 3.

The first step in conducting the Risk Assessmiewblved defining the potential
audit universe. To be in compliance with the Tekdsrnal Auditing Act, all potential
auditable units and required auditable functiongewdetermined. The universe of
potential audit topics was developed by utilizinge tTSSWCB organizational chart,
Appropriations Bill and operating budget for FY 30and by reviewing the Texas
Internal Auditing Act to determine all auditablenfitions, which are required to be
audited on a periodic basis.

The second step in the process was to utilizestineey instrument to assess the
risk for each potential audit topic. After comjobet the risk survey for all potential
auditable topics, each survey response was revidaedonsistency based on the
knowledge of the auditor. This phase was a meaassiring "quality control,” since the
completion of the survey instruments was basedndormation provided by various
Texas State Soil and Water Conservation Board stafhbers.

The third phase of the Risk Assessment involvediisg and ranking the answers
to the survey questions. By weighting the valuéshe different risk indicators, the
survey was individualized for the Texas State 8od Water Conservation Board.

The final step in conducting the Risk Assessmeas$ to rank and categorize
every potential auditable topic. Based on theragye score and the standard deviation
of the potential audit universe, the potential talule topics were categorized as follows:

High Risk - Above 204
Moderate Risk -172 to 204
Low Risk - Below 172

Results

-11 -
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Exhibit 4 presents the results of the Risk Assesgnfor each potential audit
topic. Four potential audit topics are rated ahmisk as follows:

Water Quality Management Planning Program
Texas Nonpoint Source Management Program
Accounting System and Controls

Water Supply Enhancement Program

Five topics were ranked as moderate risk and tipgcs were ranked as low risk as
shown on Exhibit 4.

-12 -
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SECTION 3:
TEXASSTATE SOIL AND WATER CONSERVATION BOARD
FY 2013 INTERNAL AUDIT PLAN

The Texas Internal Auditing Act requires certaudigs to be performed on a
periodic basis. Required audits include auditthefdepartment's accounting systems and
controls, administrative systems and controls, rmition resources systems and
controls, and other major systems and controlsaduition, five general types of audits
are required by th&tandards for the Professional Practice of Internal Auditing as
follows:

- Rdiability and Integrity of Information - Internal auditors should review the
reliability and integrity of financial and operagirinformation and the means used to
identify, measure, classify, and report such infation.

- Compliance with Policies, Plans, Procedures, Laws, and Regulations -
Internal auditors should review the systems establl to ensure compliance with those
policies, plans, procedures, laws, and regulatishgh could have a significant impact
on operations and reports, and should determineth@hethe organization is in
compliance with them.

- Safeguarding of Assets - Internal auditors should review the means of
safeguarding assets and, and as appropriate Heeifgxistence of such assets.

- Economical and Efficient Use of Resources - Internal auditors should appraise
the economy and efficiency with which assets arpleyed.

- Accomplishment of Established Objectives and Goals for Operations and
Programs - Internal auditors should review operations agoams to ascertain whether
results are consistent with established objectesgoals, and whether the operations or
programs are being carried out as planned.

The FY 2013 Internal Audit Plan for the Texas Sttd and Water Conservation
Board is based on the Risk Assessment presenté#aeiprevious section, as well as
audits that are required to be audited periodiaatiger the Texas Internal Auditing Act.
Only one of the four topics in the high risk catgagbas been audited in the past three
fiscal years (Texas Nonpoint Source Pollution Paogmwas audited in FY 2010). There
are not sufficient resources to audit all threeeptiopics in the high risk category. Since
the Accounting System and Controls has not beeitealidince FY 2008, this topic is
proposed for audit. In addition two other topicghe Budgeting & Accounting Division
are proposed for audit in FY 2013, Purchasing 8ystand Controls and Inventory and
Fleet Management. These areas have also not beé@ecagince  FY 2008. The three
topics proposed for audit in FY 2013 are showiexhibit 5. The two other high risk

-13 -
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audit topics, the Water Quality Management Planrifnggram and the Water Supply
Enhancement Program will be proposed for auditM2B14.

In addition to these proposed audits and auditkwtire annual internal audit
report for FY 2012 will be prepared and a risk assgnt will be performed and an audit
plan developed for FY 2014.

The following estimated time and timeframes forf@ening internal audit work
during the project are as follows:

. Prepare Annual Internal Audit Report for FY 2043 hours (September
2012)
. Complete and external quality assurance reviewthef internal audit

program — 3 hours (January 2013)
. Audit of Accounting System and Controls — 90 tsofdune to July 2013)
. Audit of Purchasing System and Controls — 70rti¢dune to July 2013)
. Audit of Inventory and Fleet Management — 70risqdune to July 2013)

. Follow-up Review of Prior Years’ Audit Recommetidas — 2 hours
(July 2013)

. Update Risk Assessment and Prepare FY 2014 Alait — 2 hours (July
2013)

Our fees for these deliverables in FY 2011 willapproximately $24,000. This
estimate is based on 200 hours of staff time @ ®30hour and 40 hours of time for
Russell Gregorczyk, CPA at $120 per hour, plusreged travel costs of $1,200. The
internal audit peer review costs are estimated2€2(®. The time required to complete
any given project may vary from the estimates shobut overall costs for all
deliverables will not exceed $24,000.

-14 -
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EXHIBIT 1
TEXASSTATE SOIL AND WATER CONSERVATION BOARD (TSSWCB)
INTERNAL AUDITING CHARTER

This charter identifies the purpose, authority, and responsibility of the TSSWCB
Internal Auditing program.

PURPOSE

Internal Auditing is an independent appraisal afgtiestablished to conduct reviews of
operations and procedures and to report findingsranommendations to the Board and
Executive Director of the Texas State Soil and \W&@nservation Board.

AUTHORITY

The Internal Auditor reports to the TSSWCB Boaiithis reporting relationship ensures
independence, promotes comprehensive audit coverageé assures adequate
consideration of audit recommendations.

The Internal Auditor, in the performance of auditsl with stringent accountabilities of
safekeeping and confidentiality, will be grantedlimited access to all TSSWCB
activities, records, property, and staff members.

The Internal Auditor will have no responsibiliti@assigned other than those related to
developing and implementing the internal audit paogfor TSSWCB.

RESPONSIBILITIES

The Internal Auditor is responsible for assessihg tvarious functions and control
systems in the TSSWCB and for advising the TSSW@&r& and Executive Director
concerning their condition. The fulfillment of théecountability is not confined to but
includes:

* Appraising the effectiveness and applicatiormactounting systems and controls,
administrative systems and controls, informatioesources systems and
controls, and other major systems and controlassto ensure that all the major
systems and controls are reviewed on a periodisba

* Evaluating the sufficiency of and adherence ®SWCB plans, policies, and
procedures and compliance with all governmentasland regulations.

» Performing special reviews requested by ther@oa

» Conducting appraisals of the economy and efficy with which resources are
employed.

-15 -
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» Coordinating audit planning and scheduling \aio#is with the State Auditor's
Office.

-16 -
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EXHIBIT 2
FY 2013 RISK ASSESSMENT
TEXASSTATE SOIL AND WATER CONSERVATION BOARD

1. Annual DallarsInvolved

The dollar amount per year of assets, receiptdjstiursements involved in the program
or for which the auditable unit is responsible. eTduditable unit has responsibility if it
identifies, measures, classifies, reports, or noosithe assets, receipts, or disbursements.
Dollar amounts can be included in determining tedweation for more than one auditable
unit.

Evaluation
Points
Less than $100 thousand per year or N/A
1
At least $100 thousand per year but
less than $1 million per year
2
At least $1 million per year but
less than $3 million per year
3
More than $3 million per year
4

2. Transaction Volume

The number of transactions for which the auditaioli¢ is responsible. The auditable unit
has responsibility if it identifies, measures, slss, reports, or reconciles the

transaction. A transaction can be included in rd@t@ng the evaluation for more than

one auditable unit. Also, some auditable units @gponsible for only summary

transactions while others are responsible for thmilkd transactions that make up the
summary transactions.

Evaluation
Points
Less than 100 per year or N/A
1
Greater than 100 per year but
less than 500 per year
2
Greater than 500 per year
3

-17 -
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3. Safeguarding Assets

Personnel in the auditable unit safeguard ass#tgyfcontrol access to assets. Access to
assets includes both direct physical access ameat@ccess through the preparation and
processing of documents that authorize the useésposition of assets.

Evaluation
Points
Limited access to assets or N/A
1
Some access to assets
2
Substantial access to assets
3

EXHIBIT 2
FY 2013 RISK ASSESSMENT
TEXASSTATE SOIL AND WATER CONSERVATION BOARD

4. Impact of Adverse Publicity

This factor includes those circumstances that aszethe adverse impact of errors. An
auditable unit's visibility results from severalusces, including: 1.) Board member or
management interest in the auditable unit's as;it2.) involvement of outside groups,
such as an advocacy group or the Legislature;)adi@ct interaction with the public or
clients.

Evaluation
Points
Little visibility or N/A
1
Some visibility
2
High visibility
3

5. Time Since Last Audit or Review
The number of years between the date of the prewaodit or review and the date of the
risk assessment.

Evaluation

Points
One year or less
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Two to three years
2

More than three years or no prior audit
3

6. Resultsof Last Audit or Review
Auditor's evaluation of the results of the previawslit or review.

Evaluation
Points
Positive findings or N/A
1
Some findings or no prior audit
2
Substantial findings or negative findings
3

7. Operational Changes

Auditor's evaluation of the impact on the auditabiet from changes in its operations,
including changes in staff, size, funding, budgesponsibilities, or processing data.
Changes include those made within the last yeanticipated to be made in the next
year.

Evaluation
Points

Few changes or N/A
1

Some changes
2

Extensive changes
3
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EXHIBIT 2
FY 2013 RISK ASSESSMENT
TEXASSTATE SOIL AND WATER CONSERVATION BOARD

8. Personnel Turnover
In the last 12 months, the number of personnelhgathe auditable unit.

Evaluation
Points
Low turnover (10% or less) or N/A
1
Average turnover (10% to 20%)
2
High turnover (more than 20%)
3

9. Policiesand Procedures
The existence of policies and procedures docungthi@ auditable unit's activities.

Evaluation
Points
Current written procedures or N/A
1
Some written procedures
2
No written procedures
3
10. Training
Auditor's evaluation of the auditable unit's stadining, including cross training.
Evaluation
Points
Substantial training or N/A
1
Some training
2
Little training
3

-20 -
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11. Work Complexity
Auditor's evaluation of the work needed to complassignments or transactions,

including amount of time, number of steps, and famiiy with agency laws, policies,
and rules.

Evaluation
Points
Low work complexity or N/A
1
Medium work complexity
2
High work complexity
3

-21 -



Texas State Soil and Water Conservation Board - FY 2013 I nternal Audit Annual Report

EXHIBIT 2
FY 2013 RISK ASSESSMENT
TEXASSTATE SOIL AND WATER CONSERVATION BOARD

12. Work L oad Fluctuations
Auditor's evaluation of the fluctuations in the #adle unit's workload.

Evaluation
Points

Steady workload or N/A

1
Some fluctuations in workload

2
Substantial fluctuation in workload
(yearly pattern)

3

13. Sensitivity of Data
Auditor's evaluation of the type of data collectgmpcessed, and prepared by the
auditable unit.

Evaluation
Points
Little sensitive or confidential data or N/A
1
Some sensitive or confidential data
2
Most data sensitive or confidential
3

14. Impact of I naccurate Data
Auditor's evaluation of the impact of incorrect agtrocessed by the auditable unit or
supplied to organizations outside of the TexaseS3ail and Water Conservation Board.

Evaluation
Points
Little data provided outside the agency or N/A
1
Some data provided outside the agency
2
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Most data provided outside the agency

15. Management Review
Auditor's evaluation of the review given by uppearmagement (Executive Director or
Division Directors) of the auditable unit's actigg.

Evaluation
Points
Frequent or detailed review or N/A
1
Some direct review
2
Little direct review
3
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EXHIBIT 3
FY 2013 RISK ASSESSMENT FACTOR WEIGHTINGS
TEXASSTATE SOIL AND WATER CONSERVATION BOARD

Maximum
M aximum
RISK FACTOR: Weight * Points =
Score

1. Annual Dollars Involved 8.25 * 4 =
33.00

2. Transaction Volume 5.00 * 3 =
15.00

3. Safeguarding Assets 8.00 * 3 =
24.00

4. Impact of Adverse Publicity 7.50 * 3 =
22.50

5. Time Since Last Audit or Review  6.50 * 3 =
19.50

6. Results of Last Audit or Review 5.00 * 3 =
15.00

7. Operational Changes 7.00 * 3 =
21.00

8. Personnel Turnover 6.50 * 3 =
19.50

9. Policies and Procedures 5.00 * 3 =
15.00

10. Training 5.25 * 3 =
15.75

11. Work Complexity 7.00 * 3 =
21.00
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12. Work Load Fluctuations 5.75 * 3 =
17.25

13. Sensitivity of Data 7.75 * 3 =
23.25

14. Impact of Inaccurate Data 7.75 * 3 =
23.25

15. Management Review 500 * 3 =
15.00

M aximum Score
300.00
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EXHIBIT 4
TEXASSTATE SOIL AND WATER CONSERVATION BOARD
FY 2013 RISK SCORE RANKINGS

n WEIGHTED RISK ASSESSMENT SCORES S
POTE L AUDIT TOPIC 1.2 3 4 6. 7 8 9 10 11 12 13 14 15 SCORE
HIGH RISK (ABOVE 205
1 |Water Quality Management Planning Program{ | 33 15 2k 0310} 14 11 11 21 1 16 43 b 243
2 [ Texas Nonpoint Source Management Progranj 3B 10 34 pB31114 19 5] 21 1k 1p 2B 1o 238
3 |Accounting System and Controls 33|15]24/19 2Q 5 14 4 5| 11 2423] 16/ 10 222
4 |Water Supply Enhancement Program 29 10 24 2B 13 15 14 |7 1p21%12) 1 29 5 221
MODERATE RISK (172 TO 204)
5 |Flood Control Programs b5 110 p4 |15[13] 5[14 7| 5 [11] 21| 14 14 23 504 2
6 |SWCD Grants and Financial Assistance 294 1% 24 16 1 1o 140[711] 14 12 14 16 1p 203
7 ]JInformation Resources Systems & Controls 141 5 24 4 1B7107] 5] 11| 21 6] 14 16 1p 178
8 |SWCD Field Representatives Program 14 50 g 282p 0 ¥ F 1014 120 8| 23 1( 177
9 JHuman Resources System and Controls 4 9 16 15 13 10 |7 |7 1jo14 12 23 14 10 176
LOW RISK (BELOW 172
Conservation Outreach Programs 17 5 8 282D 1p 14 fy 10 § 2487 16| 5 171
Purchasing System and Controls 111924 4 2p % 7 ¥ 5 11 18128 10 163
Travel Policies and Procedures 17194 14 8 20 9 4 T 5] 11 14 64 81 10 162
Inventory and Fleet Management 17/ 5124 820 5§ 4 41 5|14 4 8§ 5 1150
Performance Measure Reporting 815811913 9 4 4 5/ 5] 1 8 28 57 1

AVERAGE SCORE = 188
STANDARD DEVIATION =33
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EXHIBIT 5

TEXASSTATE SOIL AND WATER CONSERVATION BOARD
AUDITSPLANNED FOR FY 2013 AND AUDIT HISTORY

RISK |PLAN AUDITS CONDUCTED
NO. POTENTIAL AUDIT TOPIC SCORE| FY13|FY 12|FY 11|FY 10] FYO09| FY08| FY07| FYO6| FY 05
1 |Water Quality Management Planning Program 243 X
2 |Texas Nonpoint Source Management Progrgm 238 X X
3 |Accounting System and Controls 22%
4 |Water Supply Enhancement Program 241 X
5 [Flood Control Programs 204 X
6 |SWCD Grants & Financial Assistance 208 K
7 |Information Resources Systems & Controls 1718 X X
8 [SWCD Field Representatives Programs 177
9 [Human Resources System and Controls 1¥6 X X
10 | Conservation Outreach Programs 171
11 | Purchasing System and Controls 143 X X
12 | Travel Policies and Procedures 16p X[1) X
13| Inventory and Fleet Management 15D K
14 | Performance Measure Reporting 127 K
15 | Poultry Water Quality Mngmt Program (2) X X

NOTES: (1) Will be done as part of the Accounting Systemd Controls Audit.
(2) Will be included with the Water QipaManagement Planning Program in the future.

Consulting Engagements and Non-Audit Services Completed

The internal auditor did not provide any consugtor non-audit services during
FY 2013.
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IV. External Quality Assurance Review

Texas State Soil and Water Conservation Board
Quality Assurance Review
January 2013

Opinion
Based on the work outlined below, it is the opinion of the reviewer that
the internal audit activity at the Texas State Soil and Water Conservation
Board is in accordance with the Texas Internal Auditing Act and the audit
work being performed by Jansen & Gregorczyk, Certified Public
Accountants (the Contractor) fully complies with all applicable

professional auditing standards.

This opinion, representing the best possible evaluation, means that the
Texas State Soil and Water Conservation Board, and the Contractor,
have in place all of the relevant structures and policies that are required
as well as the processes necessary to insure they are effectively

applied.

gl
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V. Audit Plan for Fiscal Year 2014

The Audit Plan for Fiscal Year 2014 was approvedhie TSSWCB Commission
on July 18, 2013. The budgeted hours for all pdahwork are shown on page 36.
Topics ranked as high risk but not included in #luelit plan are discussed on page 35.
The risk assessment methodology is on pages 33-34.

Texas State Soil and Water
Conservation Board

| nter nal Audit Plan
for FY 2014

As Approved by the TSSWCB Board on

July18, 2013

As Prepared by
Jansen & Gregorczyk
Certified Public Accountants
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Jansen & Gregorczyk
Certified Public Accountants

Telephone P. O. Box 601
(512) 468-2020 Kyle, Tx. 78640

July 18, 2013

Texas State Soil and Water Conservation Board
Members of the Board

The following document presents the proposed Ifigear 2014 Internal Audit Plan for
your review and approval. In accordance with theaBdnternal Auditing Act, the Board
approves the annual audit plan. Chapter 2102e0Gibvernment Code requires that the internal
audit plan include areas identified though riskeasment. This document presents the risk
assessment results and the audit plan proposed badbe results of the risk assessment.

This document also includes the internal audigoglelines and internal audit charter
under which the TSSWCB internal audit program wjlerate.

Sincerely,

Signed Copy on File

Jansen & Gregorczyk
Certified Public Accountants
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SECTION 1:
TEXASSTATE SOIL AND WATER CONSERVATION BOARD
INTERNAL AUDITING GUIDELINES

Certain operating guidelines are necessary for feecteve internal auditing program. The
purpose of this section is to establish policied gnidelines to govern internal audits of all opierss
of the Texas State Soil and Water Conservation @¢88SWCB). These guidelines, as well as the
FY 2014 Internal Audit Plan, are reviewed and appdoby the TSSWCB Board.

l. INTERNAL AUDIT CHARTER

The Standards for the Professional Practice of Internal Auditing state that the Internal Audit
Charter should make clear the purposes of thenateauditing department, specify the unrestricted
scope of its work, and declare that auditors areatee no authority or responsibility for the adies
they audit.

The Internal Audit Charter is an extremely impottdocument that sets out the statement of
purpose, authority, and responsibility for the iintd auditing department. It is an agreement betwe
the TSSWCB Board and the TSSWCB Internal Auditohiclv establishes the guidelines for an
effective internal auditing program.

Although the Internal Audit Charter can includeralevant policies and procedures, a concise
document is preferable. A concise document inceetigelikelihood that all parties will understahe t
purpose, authority, and responsibility of the intdrauditing department. Exhibit 1 presents the
TSSWCB Internal Audit Charter.

. INTERNAL AUDITING STANDARDS

A. The Internal Auditor will conduct his/her activisien a manner that is consistent with the most
recent edition of th&andards for the Professional Practice of Internal Auditing, Certified Internal
Auditor Code of Professional Ethics, and theStatement of Responsibilities of Internal Auditing.

B. Sufficient and relevant evidence shall be obtaitwedfford a reasonable basis for the auditor's
findings and recommendations. A written recordhaf auditor's work shall be retained in the form of
working papers.

C. Standards of conduct for the Internal Auditoruieg that the Internal Auditor will:
1. be free from personal or external impairments tependence in order that opinions,
conclusions, and recommendations will be impasdiadl will be viewed as impartial by

knowledgeable third parties;

2. be prudent in the use of information acquired mdaburse of his/her duties;
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3. conduct all activities in accordance with the laegarding confidentiality; and

4. not use any information obtained in an auditéoy personal gain nor in a manner, which
would be detrimental to the welfare of the TSSWEI#, Board, and TSSWCB employees.

[I1.  INTERNAL AUDITING POLICIES
A. The Board will appoint the TSSWCB Internal Auditor.
1. The Internal Auditor will report directly to thgoard.

2. The Board will monitor the internal audit fungtioto assure compliance with the
requirements of the Internal Auditing Charter athdrgernal Auditing Guidelines.

3. The Board shall provide guidance to the Intedadlitor regarding issues not specifically
addressed by the Charter or the Guidelines.

B. The Executive Director will be responsible for theéministrative supervision of the internal
audit program. The Executive Director will enstire independence of the internal audit function.

C. The Internal Auditor will be responsible for perfmance audits of the TSSWCB. Performance
audit is defined as an independent appraisal aciparformed by the Internal Auditor which includes
determining whether the entity being reviewed igjuiiing, protecting, and using its resources
economically and efficiently, identifying the caasef inefficiency or uneconomical practice, and
determining whether the entity has complied withidarules, and regulations.

1. The Internal Auditor will submit to the Board fapproval the annual audit plan, which will
be based on risk analysis and which will identifdividual audits to be performed during
the year.

2. On a quarterly basis, or as determined by theedBaad Executive Director, the Internal
Auditor will meet with the Board to discuss thates of implementing the internal audit
plan, including management's resolution of audidifigs and other significant issues
involving the internal audit function.

D. Special audit projects not included in the approaedual audit plan may be authorized by the
Board.
E. The Internal Auditor's activities in reviewingp@aising and reporting established policies,

plans and procedures will not in any way relieveSWBCB personnel of responsibilities assigned to
them.
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F. The implementation of, or action taken on, thierimal Auditor's recommendations will be the
duty of the Executive Director. The Internal Auditeill perform follow-up audits when it is deemed
necessary to determine what corrective action akentand whether it is achieving the desired result

IV.INTERNAL AUDITING PROCEDURES

A. The Internal Auditor prior to beginning an auditllwnform the Executive Director and the
appropriate division director(s) of the audit atgdabjectives by conducting an entrance conference.

B. The Internal Auditor will conduct an exit conferenevith the Executive Director and/or
appropriate division director(s), at which time epttons noted during the course of the audit well b
discussed.

C. The Internal Auditor will independently make aeatenination on the results of the audit and
issue a draft report to the Executive Directorther Executive Director's designee for management
response. A management response will be made withioalendar days of the issuance of the draft
report.

D. The Internal Auditor will add the management regeoto the body of the report and issue a
final draft report to the Executive Director andidion director(s) within 14 calendar days of reasgy
the management response. The final report wilsbead after approval by the TSSWCB Board.

E. If, during the course of an audit, the Internal Aoiddetects situations or transactions that
could be indicative of fraud or other illegal aats receives information from external sourcesgitig
such actions, the Internal Auditor will:

1. Provide all pertinent information to the Executdeector and request approval to expand
audit procedures or perform an investigation.h& Executive Director denies the request,
the auditor will seek approval from the Board Cpaison.

2. Upon approval from the Executive Director or Bb&@hairperson, the Internal Auditor will
extend audit procedures or perform an investigatonobtain sufficient evidence to
determine whether in fact such acts have occumeld iaso, the cause of the problem and
the possible effect on the TSSWCB's operationspgograms.

3. Provide the Executive Director and the Board a fdrreport on the results. Upon receipt

of evidence of illegality, the Executive DirectarB®oard Chairperson will forward findings
to the appropriate legal entity.
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SECTION 2:
TEXASSTATE SOIL AND WATER CONSERVATION BOARD
RISK ASSESSMENT

This section presents the results of the TSSWCBk Rissessment, and establishes the
foundation for the Internal Audit Plan presentedhi@ next section.

Purpose

One of the key findings in the State Auditor's iCHfreport, Statewide Review of Internal
Auditing, was that the scope of internal auditing is oftenitied in state agencies. The report states,
"Because significant financial and operating rigkshe agency may be overlooked if the scope of the
internal auditors work is limited, we recommendt tinéernal auditors:

- Document, in writing, a risk assessment thatsaters all the major systems and
controls of the agency as part of the audit uneerShe audit universe refers to all auditable ettis]
activities, units, issues and functions within ¢ilnganization.

- Identify the risk factors that affect the audiiiverse and weights that may be applied to the
risk factors.

- Establish a method for combining and assigmisg factors and weights to develop a
prioritized annual audit work plan.

- Develop an audit plan and work schedule basetth® results of the risk assessment.
- Obtain written approval for the plan from thghest level within the organization.

- Implement the plan. Significant deviations frahre audit plan should be supported by
reasonable, documented explanations."

The purpose of conducting a Risk Assessment ®MASWCB was to incorporate all these
recommended elements in an objective assessmém afjency. This should ensure that the scope of
internal audit work at the TSSWCB is not limiteddahat the Internal Audit Plan for FY 2014 is based
on documented, written findings.

Concept of Risk
The concept of risk is fundamental in internaliang. Given the importance of the concept of

risk, it is necessary to define what risk is, disrtypes of risk and describe how risk was mesbur
performing the Texas State Soil and Water Consenv&oard Risk Assessment.
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Risk is a measurement of the likelihood that aganization's goals and objectives will not be
achieved. Since controls are anything that imprihee likelihood that goals and objectives will be
achieved, controls and risk are inversely relatedddinition. Better control means less risk.

The TSSWCB Risk Assessment was designed to medsferent types of "risk exposure”
and to assess the controls in place to compenseatdifferent levels of risk. The types of risk
exposure, which are relevant to the TSSWCB, are:

- Financial Exposure: Financial exposure exists whenever aundit area is susceptible
to errors or defalcations that affect the genesdbér and financial statements or the integrity and
safekeeping of agency assets, regardless of thedial statement impact.

- Regulatory Exposure: Regulatory exposure exists whenever an eveahiaudit area could
cause the agency to fail to comply with regulationandated by state or federal authorities,
irrespective of whether financial exposure exists.

- Information Exposure: An information exposure exists whenever therenisrmation of a
sensitive or confidential nature, which could terald, destroyed, or misused.

- Efficiency Exposure: An efficiency exposure exists whenever agencgugses are not being
utilized in an effective or efficient manner.

- Human Resource Exposure: A human resource exposure exists whenever arisamneanaging
human resources in a way, which is contrary to egenlicy.

- Environmental Exposure: An environmental exposure exists whenever inteonaexternal
factors pose a threat to the stability and efficjenf an audit area. Examples of factors thatcaffe
environmental exposure are:

. Recent changes in key personnel

. Changing economic conditions

. Time elapsed since last audit

. Pressures on management to meet objectives
. Past audit findings and quality of internahtrol

- Political Exposure: A political exposure exists whenever an eveminraudit area could
cause the agency to be subjected to adverse pblibosequences.

- Public Service Exposure: A public service exposure exists
whenever an event in an audit area could jeopasditing public services or new public services.

-36 -



Texas State Soil and Water Conservation Board - FY 2013 I nternal Audit Annual Report

The TSSWCB Risk Assessment Survey was designecessume various types of risk ranging
from the risk of loss of assets to the risk of adeeublicity due to erroneous information. Thevey
instrument allows meaningful comparisons among wdifferent activities and types of risk by
assigning all potential auditable topics a numsciare.

M ethodology

The risk variables utilized for the Texas Statal Smd Water Conservation Board Risk
Assessment combined measures of the variousot®mind exposure types described in the previous
section. Exhibit 2 presents the risk survey insgnt utilized. Fifteen risk variables or risk fasto
were selected to provide a cross-section of ovesMl These fifteen factors were weighted accaydi
to their perceived importance, i.e. the higherwlegghting, the higher the risk. The risk variabéewl
their weightings are presented in Exhibit 3.

The first step in conducting the Risk Assessmevilived defining the potential audit universe.
To be in compliance with the Texas Internal AudjtiAct, all potential auditable units and required
auditable functions were determined. The univefgeotential audit topics was developed by utiligin
the TSSWCB organizational chart, Appropriationsi Bnd operating budget for FY 2014 and by
reviewing the Texas Internal Auditing Act to detemmall auditable functions, which are required to
be audited on a periodic basis.

The second step in the process was to utilizestingey instrument to assess the risk for each
potential audit topic. After completing the risirgey for all potential auditable topics, each syrv
response was reviewed for consistency based dkntheledge of the auditor. This phase was a means
of assuring "quality control,” since the completmiithe survey instruments was based on information
provided by various Texas State Soil and Water €wmasion Board staff members.

The third phase of the Risk Assessment involvediisg and ranking the answers to the survey
questions. By weighting the values of the différesk indicators, the survey was individualized fo
the Texas State Soil and Water Conservation Board.

The final step in conducting the Risk Assessnvesd to rank and categorize every potential
auditable topic. Based on the average scoretenstandard deviation of the potential audit ursee
the potential auditable topics were categorizefbk®wvs:

High Risk - Above 204
Moderate Risk - 168 to 204
Low Risk - Below 168

Results

Exhibit 4 presents the results of the Risk Assesdgnfor each potential audit topic. Six
potential audit topics are rated as high risk #svic:

* Water Quality Management Planning Program
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* Texas Nonpoint Source Management Program
* Water Supply Enhancement Program

* Flood Control Programs

 SWCD Grants and Financial Assistance

* Accounting System and Controls

Four topics were ranked as moderate risk andtfpics were ranked as low risk as shown on Exhibit
4.
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SECTION 3:
TEXASSTATE SOIL AND WATER CONSERVATION BOARD
FY 2014 INTERNAL AUDIT PLAN

The Texas Internal Auditing Act requires certaudiés to be performed on a periodic basis.
Required audits include audits of the departmettounting systems and controls, administrative
systems and controls, information resources systants controls, and other major systems and
controls. In addition, five general types of asdite required by th8tandards for the Professional
Practice of Internal Auditing as follows:

- Reliability and Integrity of Information - Internal auditors should review the reliabiltyd
integrity of financial and operating informationdathe means used to identify, measure, classify, an
report such information.

- Compliance with Policies, Plans, Procedures, Laws, and Regulations - Internal auditors
should review the systems established to ensurel@mie with those policies, plans, procedures,
laws, and regulations which could have a signifidampact on operations and reports, and should
determine whether the organization is in complianith them.

- Safeguarding of Assets - Internal auditors should review the means of gadeding assets
and, and as appropriate verify the existence df agsets.

- Economical and Efficient Use of Resour ces - Internal auditors should appraise the economy
and efficiency with which assets are employed.

- Accomplishment of Established Objectives and Goals for Operations and Programs -
Internal auditors should review operations or paogg to ascertain whether results are consisteht wit
established objectives and goals, and whether pleeations or programs are being carried out as
planned.

The FY 2014 Internal Audit Plan for the Texas Statl and Water Conservation Board is
based on the Risk Assessment presented in theopsesection, as well as audits that are required to
be audited periodically under the Texas Internadlifmg Act. Only two of the six topics in the khig
risk category have been audited in the past thsealfyears (SWCD Grants and Financial Assistance
and Accounting System and Controls). There aresufficient resources to audit all four other t@pic
in the high risk category. The Water Quality Marmagat Planning Program has not been audited since
FY 2009; however, this program is not proposedafodit in FY 2014 because there are significant
changes being made to the program. This topiclikély be proposed for audit in FY 2015 after the
anticipated changes have been made and are in. plibe Texas Nonpoint Source Management
Program is the second highest risk audit topic ibig also not proposed for audit until FY 2015
because when the program was last audited in FYO 20&re were no significant findings or
recommendations. The other two topics in the higlk audit category are the Water Supply
Enhancement Program and the Fld@dntrol Programs. Both are included in the FY 20i#rnal
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Audit Plan. The two topics proposed for auditfY 2014 and the audit history of all audit topace
shown in Exhibit 5.

In addition to these proposed audits and auditkwtre annual internal audit report for
FY 2013 will be prepared and a risk assessmentheilperformed and an audit plan developed for
FY 2015.

The following estimated time and timeframes forf@ening internal audit work during the
project are as follows:

. Prepare Annual Internal Audit Report for FY 2643 hours (September 2013)

. Audit of Flood Control Programs — 120 hours (8egber to October 2013)

. Audit of Water Supply Enhancement Program —i@0rs (June to July 2014)

. Follow-up Review of Prior Years’ Audit Recommetidas — 4 hours (July 2014)
. Update Risk Assessment and Prepare FY 2015 Alaiit — 4 hours (July 2014)

Our fees for these deliverables in FY 2014 willdgproximately $24,000. This estimate is
based on 200 hours of staff time @ $85 per hourséndours of time for Russell Gregorczyk, CPA at
$125 per hour, plus estimated travel costs of &lL,0Be time required to complete any given project
may vary from the estimates shown, but overall<@mtall deliverables will not exceed $24,000.
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EXHIBIT 1
TEXASSTATE SOIL AND WATER CONSERVATION BOARD (TSSWCB)
INTERNAL AUDITING CHARTER

This charter identifies the purpose, authority, and responsibility of the TSSWCB Internal
Auditing program.

PURPOSE

Internal Auditing is an independent appraisal dgtigstablished to conduct reviews of operationd an
procedures and to report findings and recommenustio the Board and Executive Director of the
Texas State Soil and Water Conservation Board.

AUTHORITY
The Internal Auditor reports to the TSSWCB Boaildhis reporting relationship ensures independence,
promotes comprehensive audit coverage and assiggsae consideration of audit recommendations.

The Internal Auditor, in the performance of auditsd with stringent accountabilities of safekeeping
and confidentiality, will be granted unlimited asseo all TSSWCB activities, records, property, and
staff members.

The Internal Auditor will have no responsibilitiassigned other than those related to developing and
implementing the internal audit program for TSSWCB.

RESPONSIBILITIES

The Internal Auditor is responsible for assessimg various functions and control systems in the
TSSWCB and for advising the TSSWCB Board and ExeeuDirector concerning their condition.
The fulfillment of this accountability is not con&d to but includes:

* Appraising the effectiveness and application atcounting systems and controls,
administrative  systems and  controls, information sotgces systems and
controls, and other major systems and controls,asoto ensure that all the major
systems and controls are reviewed on a periodis ba

» Evaluating the sufficiency of and adherence 88WCB plans, policies, and procedures and
compliance with all governmental laws and regulatio

» Performing special reviews requested by ther@koa

e Conducting appraisals of the economy and efficy with which resources are
employed.

e Coordinating audit planning and scheduling \giiéis with the State Auditor's
Office.
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EXHIBIT 2
FY 2014 RISK ASSESSMENT
TEXASSTATE SOIL AND WATER CONSERVATION BOARD

1. Annual DollarsInvolved

The dollar amount per year of assets, receiptdjstrursements involved in the program or for which
the auditable unit is responsible. The auditabié bas responsibility if it identifies, measures,
classifies, reports, or monitors the assets, régeqp disbursements. Dollar amounts can be irclud

in determining the evaluation for more than oneitaide unit.

Evaluation Points
Less than $100 thousand per year or N/A 1

At least $100 thousand per year but

less than $1 million per year 2
At least $1 million per year but

less than $3 million per year 3
More than $3 million per year 4

2. Transaction Volume

The number of transactions for which the auditalnhgt is responsible. The auditable unit has
responsibility if it identifies, measures, classsfj reports, or reconciles the transaction. Astation
can be included in determining the evaluation farenthan one auditable unit. Also, some auditable
units are responsible for only summary transactishdle others are responsible for the detailed
transactions that make up the summary transactions.

Evaluation Points
Less than 100 per year or N/A 1
Greater than 100 per year but

less than 500 per year 2
Greater than 500 per year 3

3. Safeguarding Assets

Personnel in the auditable unit safeguard assettseif control access to assets. Access to assets
includes both direct physical access and indirecess through the preparation and processing of
documents that authorize the use or dispositicsséts.

Evaluation Points
Limited access to assets or N/A 1
Some access to assets 2
Substantial access to assets 3
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EXHIBIT 2
FY 2014 RISK ASSESSMENT
TEXASSTATE SOIL AND WATER CONSERVATION BOARD

4. Impact of Adverse Publicity

This factor includes those circumstances that aggehe adverse impact of errors. An auditablésuni
visibility results from several sources, including) Board member or management interest in the
auditable unit's activities; 2.) involvement of side groups, such as an advocacy group or the
Legislature; or 3.) direct interaction with the palor clients.

Evaluation Points
Little visibility or N/A 1
Some visibility 2
High visibility 3

5. Time Since Last Audit or Review
The number of years between the date of the prevandit or review and the date of the risk
assessment.

Evaluation Points
One year or less 1
Two to three years 2
More than three years or no prior audit 3

6. Resultsof Last Audit or Review
Auditor's evaluation of the results of the previawslit or review.

Evaluation Points
Positive findings or N/A 1

Some findings or no prior audit 2
Substantial findings or negative findings 3

7. Operational Changes

Auditor's evaluation of the impact on the auditabtét from changes in its operations, including
changes in staff, size, funding, budget, respolits#isi, or processing data. Changes include those
made within the last year or anticipated to be madke next year.

Evaluation Points
Few changes or N/A 1
Some changes 2
Extensive changes 3
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EXHIBIT 2
FY 2014 RISK ASSESSMENT
TEXASSTATE SOIL AND WATER CONSERVATION BOARD

8. Personnel Turnover
In the last 12 months, the number of personnelmgathe auditable unit.

Evaluation Points
Low turnover (10% or less) or N/A 1
Average turnover (10% to 20%) 2
High turnover (more than 20%) 3

9. Policiesand Procedures
The existence of policies and procedures documgtitie auditable unit's activities.

Evaluation Points
Current written procedures or N/A 1
Some written procedures 2
No written procedures 3

10. Training

Auditor's evaluation of the auditable unit's stedining, including cross training.
Evaluation Points
Substantial training or N/A 1
Some training 2
Little training 3

11. Work Complexity
Auditor's evaluation of the work needed to compketsignments or transactions, including amount of
time, number of steps, and familiarity with agetays, policies, and rules.

Evaluation Points
Low work complexity or N/A 1
Medium work complexity 2
High work complexity 3
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EXHIBIT 2
FY 2014 RISK ASSESSMENT
TEXASSTATE SOIL AND WATER CONSERVATION BOARD

12. Work Load Fluctuations
Auditor's evaluation of the fluctuations in the aable unit's workload.

Evaluation Points
Steady workload or N/A 1
Some fluctuations in workload 2
Substantial fluctuation in workload

(yearly pattern) 3

13. Sensitivity of Data
Auditor's evaluation of the type of data collecteaycessed, and prepared by the auditable unit.

Evaluation Points
Little sensitive or confidential data or N/A 1

Some sensitive or confidential data 2
Most data sensitive or confidential 3

14. Impact of Inaccurate Data
Auditor's evaluation of the impact of incorrect algirocessed by the auditable unit or supplied to
organizations outside of the Texas State Soil aatEYWConservation Board.

Evaluation Points
Little data provided outside the agency or N/A 1
Some data provided outside the agency

Most data provided outside the agency

2
3

15. Management Review
Auditor's evaluation of the review given by uppeamagement (Executive Director or Division
Directors) of the auditable unit's activities.

Evaluation Points
Frequent or detailed review or N/A 1
Some direct review 2
Little direct review 3
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EXHIBIT 3
FY 2014 RISK ASSESSMENT FACTOR WEIGHTINGS
TEXASSTATE SOIL AND WATER CONSERVATION BOARD

Maximum Maximum

RISK FACTOR: Weight _* Points = Score
1. Annual Dollars Involved 8.25 * 4 = 33.00
2. Transaction Volume 5.00 * 3 = 5.0
3. Safeguarding Assets 8.00 * 3 = 0@4.
4. Impact of Adverse Publicity 7.50 * 3 = 22.50
5. Time Since Last Audit or Review  6.50 * 3 = 19.50
6. Results of Last Audit or Review 5.00 * 3 = 15.00
7. Operational Changes 7.00 * 3 = 1.00
8. Personnel Turnover 6.50 * 3 = 09.5
9. Policies and Procedures 5.00 * 3 = 15.00
10.  Training 5.25 * 3 = 15.75
11.  Work Complexity 7.00 * 3 = 21.00
12. Work Load Fluctuations 5.75 * 3 = 17.25
13. Sensitivity of Data 7.75 * 3 = .23
14. Impact of Inaccurate Data 7.75 * 3 = 2325
15. Management Review 500 * 3 = ~15.00

Maximum Score 300.00
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EXHI

BIT 4

TEXASSTATE SOIL AND WATER CONSERVATION BOARD
FY 2014 RISK SCORE RANKINGS

WEIGHTED RISK ASSESSMENT SCORES ~ RISK
NO. POTENTIAL AUDIT TOPIC 12 3 5.6 7 8 9 10 11 12 13 14 15 SCORE |
HIGH RISK (ABOVE 204
1 |Water Quality Management Planning Program 3p1bohaid1429 o 11 21 1p 16 43 b 249
2 | Texas Nonpoint Source Management Progran 3B 10 24 p5po4 1419 5] 21 1p 1p 2B Jo 238
3 |Water Supply Enhancement Program 249 10 24 2B 20 15 | |7 1D 14124 16| 23 5 221
4 |Flood Control Programs b5 10 P4 |15]20] 5114 7| 5|11] 21 14 14 23 511 2
5 |SWCD Grants and Financial Assistance 29 1% 24 1p 13 107140 11} 14 12 16 16 1p 209
6 | Accounting System and Controls 33|15(240 19 7| 5 14 4 5] 11] 1423216| 10| 209
MODERATE RISK (168 TO 204)
7 |Information Resources Systems & Controls 11 5 24 q 1B707| 5] 11| 24 6] 14 16 1p 178
8 | SWCD Field Representatives Program 11 5 8 282p 10 y | .3p18] 17 8| 23 1 177
9 |Human Resources System and Controls g 9 16 15 13 10 |7 |7 11014 12 23 14 10 176
10| Conservation Outreach Programs 171 5| g 28 2p b 44 19 H 2d4814 16| 5[ 171
LOW RISK (BELOW 168
11| Purchasing System and Controls 111024 4 1 4 (5 11 14 128810 150
12| Travel Policies and Procedures 17191 8 4 9 41 {1 5 14 14 q 8p10] 149
13| Inventory and Fleet Management 17/ 5124 8] 7] 5 1 5111 7 6 8§ § 1537
14| Performance Measure Reporting 8/5/8/141% 9 4 1 5] 5] 1 8§ 28 57 1]

AVERAGE SCORE = 186
STANDARD DEVIATION =37
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EXHIBIT 5
TEXASSTATE SOIL AND WATER CONSERVATION BOARD
AUDITSPLANNED FOR FY 2014 AND AUDIT HISTORY

RISK [PLAN AUDITS CONDUCTED
NO. POTENTIAL AUDIT TOPIC SCORE| FY14| FY13|FY 12| FY 11|FY 10{ FY09| FYO8| FY 07| FY06
1 |Water Quality Management Planning Program 249 X
2 |Texas Nonpoint Source Management Progrgm 238 X
3 |Water Supply Enhancement Program 241 X X
4 |Flood Control Programs 211 X X
5 |Accounting System and Controls 209
6 |SWCD Grants & Financial Assistance 209
7 [Information Resources Systems & Controls 118 X X
8 |SWCD Field Representatives Programs 117
9 [Human Resources System and Controls 176 X
10 | Conservation Outreach Programs 111
11 | Purchasing System and Controls 190 X
12 | Travel Policies and Procedures 149 K X
13 | Inventory and Fleet Management 13 K
14 | Performance Measure Reporting 127 K
15 | Poultry Water Quality Mngmt Program (1) X A

NOTES: (1) Will be included with the Water Quality Managent Planning Program in the future.
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VI. External Audit Services

The Texas State Soil and Water Conservation Boanttacted with the CPA firm of Jansen &
Gregorczyk to provide contract internal audit seesi for the agency in FY 2013. No other external
audit services were procured in FY 2013.

VII. Reporting Suspected Fraud and Abuse

The Texas State Soil and Water Conservation Bbaslposted the required information on
reporting suspected fraud, waste or abuse involgitage resources directly to the State Auditor’s
Office on the home page of the agency’s websitehamsdincluded information in the agency’s policies
on how to report suspected fraud to the State AtdiOffice.

No instances of suspected fraud, waste or abuse weported by TSSWCB to the State
Auditor’s Office during FY 2013.

If the Executive Director has reasonable caudeet@ve that money received from the state by
the agency or by a client or contractor of the agenay have been lost, misappropriated, or misused,
or that other fraudulent or unlawful conduct hasused in relation to the operation of the agency o
this is brought to the attention of the Executivieebtor, the Executive Director will report the sea
and basis for the belief to the state auditor. Tpelled out in the Section | Internal Audit Gelines
as shown on page 30 of the FY 2014 Internal Auldib P

*kkkkkkkkhkkkk

- 49 -



